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Preface

This manual mainly describes the WEB page of the all-gigabit managed E
thernet switch. Users can manage the switch through the WEB page of the all-
gigabit managed Ethernet switch. This manual only gives a brief introduction t
o the operation of each WEB page. Please refer to the User Manual for the int

roduction of each function of the all-gigabit managed Ethernet switch.

The preamble contains the following
® Audience Object
® Product Introduction

® Product function

Audience Object

® Network Planner

® On-site technical support and maintenance personnel

® Responsible for the networkNetwork administrator responsible for network

configuration and maintenance

Product Introduction



The all-gigabit managed Ethernet switch is independently designed and d

eveloped by our company, which is specially designed for building a high-secu

rity and high-performance network. The system adopts a brand-new software

and hardware platform, provides a comprehensive security protection system,

a perfect QoS strategy and rich VLAN functions, is simple in management and

maintenance, and is an ideal convergence layer switch for an office network,

a campus network, a small and medium-sized enterprise and a branch office.

Product Features

Supports IEEE 802.3x

Supports IEEE 802.3, IEEE 802.3u, IEEE 802.3ab, IEEE 802.3 Z
Supports IEEE 802.3ad

Supports IEEE 802.3q, IEEE 802.3g/p

Supports IEEE 802.1w, IEEE 802.1d, EEE 802.1S

Support 16K MAC address table, automatic update, two-way learning
Supports port-based VLANs up to 4096 VLAN

Supports 802.1Q standard VLAN

Support STP Spanning Tree Protocol

Support for RSTP Rapid Spanning Tree Protocol

Supports MSTP Rapid Spanning Tree Protocol

Support EPPS ring network protocol

Support EAPS ring network protocol

Support 802.1x authentication protocol

Support 8 groups of aggregation, with each group supporting up to 8 ports

Port mirroring supporting bidirectional transmission and reception



Support loop protection function, real-time detection, rapid alarm, accurate
positioning, intelligent blocking, automatic recovery

Support the isolation of downlink ports from each other and communicate
with the uplink port at the same time

Supports half-duplex backpressure-based control

Supports full-duplex PAUSE-based frame

Supports port-based I/0O bandwidth management

Support for IGMPv1/2/3 and MLDv1/2 Snooping

Support GMRP agreement registration

Support multicast address management, multicast VLAN, multicast routin
g port and static multicast address

Supports DHCP Snoping

Support storm suppression of unknown unicast, multicast, unknown multic
ast, broadcast type

Supports storm suppression based on bandwidth throttling, storm filtering
Support user port + IP address + MAC address

Supports IP, MAC-based ACL

Support the security nature of the number of MAC addresses based on th
e port

Supports 802.1 p-port queue priority algorithm

Support Cos/Tos, QOS marking

Support WRR (Weighted Round Robin), weighted priority rotation algorith
m

WRR, SP and WFQ priority scheduling modes are supported

Support Auto-MDIX function, automatically identify straight-through networ
k cable and crossover network cable

Support port supports auto-negotiation function (auto-negotiation transmis

sion rate and duplex mode)



Updating package upload is supported

Support system log viewing

Support WEB to restore the factory configuration
Support for opening or closing ports

Support standard POE scheduling management

Support the function of automatic detection of online equipment (automati
c, no operation required)

Support WEB interface management

Support for Telnet, Console based CLI management

Support SNMP V1/V2/V3 management

Support SSHV1/V2 management

Support RMON management

[Version Update]

Ver 1.0.1

User experience optimization
Resolves known issues and provides faster response.
Perfect support for one-key conversion between Chinese and English.

Related functions are optimized to make management easier.
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—. Overview of WEB pages

1.Characteristics of WEB access

The all-gigabit managed Ethernet switch provides Web access for use
rs. Users can access the switch through a Web browser to manage and co
nfigure the switch. The main features of WEB access are:
® [Easy access: Users can easily access the switch from anywhere on th
e network.

® Users can use familiar browsers such as Netscape Communicator and
Microsoft Internet Explorer to access the WEB page of the all-gigabit m
anaged Ethernet switch, and the WEB page is presented to users in a
graphical and tabular form.

® The all-gigabit managed Ethernet switch provides rich WEB pages, thr
ough which users can configure and manage most of the functions of t
he switch.

® The classification and integration of WEB page functions are convenie

nt for users to find relevant pages for configuration and management.

2.System requirements for WEB browsing:

The system requirements for Web browsing are shown in Table 1

Table 1:

Hardware and software | System Requirements

CPU Pentium 586 or above

Memory 128MB or more
Resolution Above 800 x 600
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color More than 256 colors

Browser IE 4.0 or above or Netscape 4.01 or above
Operating system Microsoft® ,Windows95®,Windows98®, Wi
NdowsNT®,

Windows2000®,WindowsXP®,WindowsM
E®, WindowsVista®, Windows7®,
Windows8®, Windows10®
Windows11®MAC,

Linux,Unix-like operating system

notice:

Microsoft®,Windows95®,Windows98®, WindowsNT®,Windows2000®, Wi
ndowsXP ®,Windows ME®, WindowsVista®, Windows7®, Windows8®,
Windows10®,

Windows11® is a registered trademark of Microsoft Corporation. All other pro
duct names, trademarks, registered trademarks, and service marks are copyri

ghted by their respective owners.

3.Login for WEB browsing session

Before starting a Web browsing session, the user needs to confirm:

® The switch has been configured for IP, and by default, the interface IP
address for VLAN1 on the switch is 192.168.0.1

® The subnet mask is 255.255.255.0

® A host with a Web browser has been connected to the network and is
able to ping to the switch.

® After completing the above two tasks, the user enters the address of th

e switch in the address bar of the browser and presses Enter to enter t
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he Web login page of the switch, as shown in Figure 1. When the mult
i-user management is not enabled, the user needs to verify the passw
ord of the anonymous user (admin) when logging in the Web. Only by
entering the correct password can the user access the Web. The defa

ult password of the anonymous user is admin.
If the system enables multi-user management and configures privileged u
sers, the anonymous user password will not take effect. Users accessing the
Web will not verify the anonymous user password, but verify the user name an

d password of multi-user management.

| Signin
‘ http://192.168.0.1
Your connection to this site is not private

Username | |

Password

Figure 1 Login page for WEB browsing session

4.Basic composition of WEB page

As shown in Figure 2, the WEB page is mainly composed of three parts: i
tle page, navigation tree page and main page.

12



inkup
inkd

n

all

Managed Switch [« L
o

@i English

{3 Managed Switch System Configuration
#00 system ion
¥ Port Cont
# {1 MAC Co
# (] VLAN Configuration
(1 SNMP C
#{1 ACL Cor

Managed Switch 6.7.3

13.6.1.4.1.12284.1

Managed Switch 6.7.3
i 28

‘Serial Number 123

MAC Address 00:28:08:11:00:0D

IP Address 192.168.0.1

System Start Time 0-Days 0-Hours 0-Minutes 39-Seconds

System Date Time 2020/01/01 00:00:28 (Format: Year/Month/Day Hour:Minute:Second)

SystemName — [g. h

System Location

System Contact

Refresh | Apply | Help

Figure 2 Basic composition page of switch WEB page

Title Page

It is used to display the logo and the real-time port status, as shown in the foll
owing figure

A green light indicates that the port is connected;

A gray light indicates that the port is not connected;

Red light indicates that the port is closed (refer to the port configuration for sp
ecific settings)

] Linkup

Main Page Displays the page that the user selects from the navigation tree.

5.Navigation Tree Structure

Figure 3 shows the organization of the navigation tree.

The navigation tree is located at the bottom left of each page, and display
s the nodes of the WEB page in the form of a tree, so that the user can easily
find the WEB page to be managed. Web pages are divided into different grou

ps according to their functions, and each group includes one or more pages. T
13



he page name in most navigation trees is an abbreviation of the page title abo

ve the corresponding page.

i3z English

‘3 Managed Switch System Configuration
# {1 system Configuration

# (] Port Configuration ‘System Description Managed Switch 6.7.3

1.3.6.1.4.1.12284.1

Managed Switch 6.7.3

28

123

MAC Address 100:28:08:11:00:0D

1P Address 192.168.0.1

System Start Time 0-Days 0-Hours 0-Minutes 39-Seconds

System Date Time 2020/01/01 00:00:28 (Format: Year/MonthiDay Hour:Minute:Second)

iguration  System Name Switch

System Location

System Contact

Refresh | Apply | Help.

#{1 PoE Power Control

Figure 3 Organization page of the switch navigation tree

6.Introduction to Page Button

There are some common buttons on the page, and the functions of these
buttons are generally the same. Table 2 describes the functions of these butto
ns.

Table 2:

button Function
Refresh Update all fields on the pack
application Place the updated value in memory. Because error

checking is done by the Web server, there is no erro

r checking until the user selects the button

delete Delete the current record

help Open the help page to view the configuration instruc

14



tions for each pack

7.Error Message

If an error occurs while the switch&apos;s WEB server is processing a us
er request, a corresponding error message is displayed in a dialog box. For ex

ample, Figure 4 shows an error message dialog box.

.................................

{ Confirm |

Figure 4 Error Information Page

8.Entry Field

Some pages have an entry field in the leftmost column of the table, as sh
own in Figure 5, through which different rows in the table can be accessed. W
hen you select a value in an entry field, the corresponding information for that
row is displayed on the first row. Only that row can be edited. It is also called t
he active row. When a page is initially loaded, the entry field displays new and
the active line is empty.
To add a new row, select New from the drop-down menu in the entry field,
enter the new row information, and press the Apply key.
If you want to edit an existing row, select the appropriate row number fro
m the drop-down menu in the entry field, edit the row as needed, and then pre

ss the Apply key. You will see the corresponding changes displayed in the tabl

15



If you want to delete a row, select the corresponding row number from the
drop-down menu in the entry field and press the Delete key. The row will disa
ppear from the table.

| ttem  [Communi ity Name |Read/Write | State

[New ] - — |
\

I public Read Only [ Active

Refresh Apply Delete Help

Figure 5 Entry Domain Page

9.State Field

Some pages have a status field in the rightmost column of the table, as s
hown in Figure 6, which shows the status of the row. Since all row state chang
es are handled internally, this state field is read-only. Once all the domain infor

mation in a row is in effect, the row status automatically changes to active.

| ttem  [Community Name |Read/Write | State
[Now v _ [ — \
[

I public Read Only [ Active

Refresh Apply Delete Help

Figure 6 Status Field Page
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—. WEB Page Introduction
1. Login Dialog
| Signin

‘ http://192.168.0.1
Your connection to this site is not private

Username | |

Password

Figure 1-1 Login page for WEB browsing session

Figure 1-1 shows the login dialog box that appears the first time a user lo
gs on to a Web page. The user can log in to the Web server of the switch by e
ntering the user name and password in the corresponding fields and then click
ing the OK button. Passwords are case-sensitive. Anonymous user password
s can be up to 16 characters, while multiple user names and passwords can b
e up to 16 characters. The default user name of the managed switch is the an
onymous user name admin, the default password is the anonymous user pass

word, and the default anonymous user password is blank.

2.Main Page

Figure 2-1 shows the main WEB page of the managed switch. This page i

s displayed after the user logs in to the web page.
17



i3z English

System Configuration

‘System Description Managed Switch 6.7.3

System Object ID 1.3.6.1.4.1.12284.1

System Version Managed Switch 6.7.3

Num Network Interfaces. 28

Serial Number 123

MAC Address 00:28:08:11:00:0D

1P Address 192.168.0.1

System Start Time /0-Days 0-Hours 0-Minutes 39-Seconds

System Date Time 2020/01/01 00:00:28 (Format: Year/Month/Day Hour:Minute:Second)

iguration  System Name Switch

System Location

System Contact

Refresh | Apply | Help |

Figure 2-1 Switch Home Page

3.System configuration

Language switching: via the language switching button in the upper right

corner, you can easily switch between Chinese and English system interfaces.

Linkup
Linkdn

a
Managed Switch F-q

Disable

(1) Basic Information

Figure 3-1 is the basic information configuration page, through which the
user can configure the basic information of the switch.

System Description displays a description of the relevant parameters of th

e system.

The system descriptor identification number shows the identification of the

system in network management.

System Version Number displays the version number of the software curre

18



ntly in use on the switch.

Network Interfaces displays the current number of network interfaces in th
e switch.

System Startup Time displays the time since the switch was started.

The system clock displays the current clock of the system. The user can m
odify the current clock of the system by inputting the parameters of year,
month, day, hour, minute and second.

System Name displays the system name of the switch on the network. Yo
u can change the system name.

System Location displays the physical location of the switch in the network.
You can modify the system location.

System Contacts displays the Manage Contact Information page for the cu

rrent node.

‘Sysﬁem Description S5800WP-24G-4TC 6.7.3

|system Object ID 1.3.6.1.4.1.12284.1

|System Version

|Num Network Interfaces
|serial Number

|MAC Address

1P Address

|system start Time
‘Sysum Date Time

'System Name

System Location

'System Contact

(2) Serial

S5800WP-24G-4TC 6.7.3

28

123

00:28:08:11:00:0D

192.168.0.1

0-Days 2-Hours 3-Minutes 37-Seconds

2020/01/01 02:03:26 (Format: Year/Month/Day Hour:Minute:Second)

Switch

Refresh Apply Help

Figure 3-1 Basic information configuration page

information

Figure 3-2 shows the interface for displaying switch serial port information. Thr

ough this page, you can view the configuration information of the switch serial

19



port.

|Baud Rate [38400
|Character Size [
|Parity Code [None
|stop Bits 1
|Flow Control [None

Refresh Help

Figure 3-2 Serial Port Configuration Information Page

(3) User Management

Figure 3-3 shows the user management page, where users can modify th
e anonymous user (admin) password of the switch. Telnet and Web use the s
ame anonymous user password when multiple users are not enabled. Passwo
rds are case sensitive and can be set to a maximum of 16 characters. If you w
ant to change the password, the user needs to enter the new password twice.
Once the user clicks the application button, the new password will be activate
d. At this time, if the switch does not enable multiple users, a login dialog box
will be displayed (as shown in Figure 7). The user needs to log in to the webp
age again, and must enter the new anonymous user password to log in to the
WEB page.

At the same time, users can configure multiple users through this page. T
he switch does not have multiple users by default, which means that the multi
user management function is not enabled by default. At this time, login does n
ot require verification of multiple user names and passwords. For Telnet, whe
n a username is added, the multi user management function is enabled, and
when all users are deleted, the multi user management function is turned off a
gain. For the Web, when adding a username, the multi user management func

tion is only enabled if it is a privileged user. When all privileged users are delet

20



ed, the multi user management function is turned off again. When the multi us
er management function is enabled, anonymous user passwords will not take
effect, and logging in to Telnet and the Web requires multi user username and
password verification. When the multi user management function is turned off,
if an anonymous user password is configured, logging in to Telnet and Web r

equires anonymous user password verification.

[item  [User name [o1d password New passwor d Re-enter password Privilege

[New v] 1 | \ &

Refresh Apply Delete Help

Figure 3-3 User Management Page

(4) safe management

Figure 3-4 is the security management configuration page. Through the c
onfiguration of this page, the administrator can control the network manageme
nt services TELNET, WEB and SNMP, enable or disable these services, attac
h these services to the ACL group of IP standard, and implement source IP ad
dress control. Controls host access to these services.

By default, the TELNET, WEB, and SNMP services of the switch are turn
ed on without ACL filtering, that is, all hosts can access these three services o
f the switch. If the administrator does not want to provide one or more of these
services to other users for the sake of security, one or more of these services
can be turned off. If the administrator only wants specific hosts to access one
or more of these services, one or more of these services can be filtered by AC
L. When a service needs ACL filtering, the service needs to be opened and an
ACL group (1-99) of IP standard needs to be selected. At this time, the ACL g
roup must exist.
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It should be noted that if the administrator controls the WEB service on thi
s page (such as closing the WEB service), the user may no longer be able to
use the WEB page. At this time, the user can log in to the switch in other ways
and control the WEB service so that the user can use the WEB page (such as

opening the WEB service).

(Acl Group Must Exist, and range in 1-99)

[ Service Type | Management State | Acl Group
\ \ v | [Enable v | b ]
| HTTP | Enable | 0
[ SNMP | Enable [ 0
[ TELNET | Enable [ 0
[ SSH | Enable [ 0
Refresh Apply Help

Figure 3-4 Security Management Page

(5) SNTP configuration

Figure 3-5 shows the SNTP configuration page, which allows administrat

ors to configure and view the system clock.

‘ Server IP Address 1

| server 1P Address 2 ]

| Server 1P Address 3 ]

‘ Time Interval (second) [1eo0 ]

| Enable status [Disable v |

| Last Update Time

| system Date Time 2020/01/01 00:23:42
Refresh Apply Help

Figure 3-5 SNTP Configuration Page

(6) Jumbo Frame Configuration

Figure 3-6 Jumbo Frame Configuration Interface. Through this page, the
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user can configure the switch frame. The frame number range (1522-16383) s

ets the point application.

Jumbo Frame Bytes ‘ 1522 (1522-16383)

Refresh Apply Help

Figure 3-6 Jumbo Frame Page

(7) Save Current configuration

Figure 3-7 is the current configuration page. This page allows the user to
view the current configuration of the switch. The save key is used to save the
current configuration of the system to the configuration file. Because the stora
ge operation needs to erase the FLASH chip, which takes a certain amount of
time. When the user makes a configuration on the page and wishes that the ¢
onfiguration will not be lost after restarting the switch, he must click Save in th

e current configuration page before exiting the page.

Save Help
1

sername admin enc-password R privilege
1
snmp community public ro
1
vlan database
1
interface vian1
ip address 192.168.2.220/24
1
interface ge1/1
poe high-power
1

interface ge1/2
poe high-power
!

interface ge1/3

Figure 3-7 Current Configuration Page
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(8) Configuration file

Figure 3-8 is the profile page. This page allows the user to view the initial
configuration of the system. The initial configuration is actually the configuratio
n file in FLASH. When there is no configuration file in FLASH, the default confi
guration is used when the system is started. The delete key is used to delete t
he configuration file in FLASH. Click the delete key, and a dialog box will pop
up. The dialog box prompts the user to confirm whether to delete the configur
ation file. If yes, press the OK key on the dialog box. Otherwise, press the can
cel key. The download key is used to download the configuration file to the PC.
Click the download button, a dialog box will pop up, and the user will select th
e directory path and save the configuration file. The file name of the download

ed configuration file is the switch. cfg.

(Delete the Configuration File or Download the Configuration File to your local computer)

Download Delete Help

Figure 3-8 Configuration File Page

(9) File upload

Figure 3-9 shows the file upload page, which allows users to upload confi
guration files and image files to the switch. Click the Browse button to select t
he directory path of the uploaded profile or image file on the PC. Click the Upl
oad button to upload the configuration file or image file. The suffix of the confi
guration file must be *.cfg. The image file must be provided by the manufactur
er and the suffix of the file name must be *.img. Please do not click other page
s or restart the switch before returning to the transfer result page; otherwise, t

he file transfer will fail and the system will crash.
24



(Upload the Configuration File or Firmware File from your local computer to the switch)

[ stser | st Upload Help

Figure 3-9 File Upload Page

(10) System Reboot

Figure 3-10 shows the system reset page, through which the user restarts
the switch. When the Restart button is clicked, a dialog box will pop up to pro
mpt the user whether to restart the switch. If yes, press the OK button, otherwi
se press the Cancel button. Web pages will no longer open when you restart.
When clicking the Restore Factory Switch, a dialog box will pop up to prompt t
he user whether to confirm the restoration of the factory switch. If yes, press t
he OK key, otherwise press the Cancel key. Web pages will no longer open w

hen you restart.

Reboot Reboot Factory Help

Figure 3-10 System Reset Page
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4.Port configuration

(1) Common configuration

Figure 4-1 is the Port Configuration/Port Display page. This page allows u
sers to enable or disable ports, set port speeds, or view basic information for a
Il ports. To set a specific port, the user needs to select the corresponding port
name in the drop-down menu of the port. The port status defaults to up, and y
ou can disable the port by selecting down from the drop-down menu. The user
can also select the Set Speed drop-down menu to set the speed of the port, s
uch as forcing the port to be half-duplex 10 M (half-10). This page allows the u

ser to view additional basic information for all ports.

[selected Ports [
[Admin status [0+
[contig speea | [AutoNegotiate v

‘Description

Refresh Apply Help

[ Select All Port Description Admin Status Operate Status Duplex&Bandwidth Config Speed VLAN Mode Default VLAN

=] get/ Up Down Unknown Auto-Negotiate Access 1

geli2 Up Down Unknown Auto-Negotiate Access

gel/3 Up Down Unknown Auto-Negotiate Access

gel/id Up Down Unknown Auto-Negotiate Access

gell6 Up Down Unknown Auto-Negotiate Access

gell7 Up Down Unknown Auto-Negotiate Access

O

gel/s Up Down Unknown Auto-Negotiate Access

1
1
1
1
1
1
1
1
1

0|0

gel/9 Up Down Unknown Auto-Negotiate Access

\ \
\ \
| \
| |
\ \
gel/5 Up Down Unknown ‘ Auto-Negotiate Access ‘
| \
| |
| \
\ \
\ \

ge1/10 Up Down Unknown Auto-Negotiate Access

Figure 4-1 Port Configuration and Port Display Page

(2) Port Statistics

Figure 4-2 is the Port Statistics page. To view a particular port, the user n
eeds to select the appropriate port name from the drop-down menu for the por
t. This page allows the user to view the statistics of packets sent and received

by the port.
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|Port statistics Information

| Received Total Bytes (iflnOctets) [o | Received Unicast Packets Num (ifinUcastPkts) [o

| Received Non-Unicast Packets Num (ifinNUcastPkts) | 0 | Received Discard Packets Num (ifinDiscards) [o

‘ Received Error Packets Num (iflnErrors) ‘ 0 'innsiﬁ:i;’jv:g';‘:::)‘”“ Protocol Packets Num ‘ 0

| send Total Bytes (ifoutostets) [o | send Unicast Packets Num (fOutUcastPkts) [o

| sendNon-Unicast Packets Num (ifoutNUcastPkts) | 0 | send Discard Packets Num (ifoutbiscards) [o

\ Send Error Packets Num (ifOutErrors) \ 0 \ ‘
Refresh Help

Figure 4-2 Port Statistics Page

(3) Flow Control

Figure 4-3 is the flow control page. The user can turn on and off the flow ¢
ontrol of each port through this page. Flow control of a port is turned on or off
by the pull-down on or off of the flow control. At the same time, the flow contro

| status of all ports can be viewed through this page.

. —
‘ Flow Control |
Refresh Apply Help
Port Name Flow Control State
gel/1 off
gell2 off
gel/3 off
gel/d Off
gell5 Off
gell6 Off
gell7 Off
gel/s off
gel/o off
ge1/10 Off
gel/11 Off
[ ge1/12 Off
[ ge1/13 off
f E=r =

Figure 4-3 Flow Control Page

(4) Broadcast Storm

Figure 4-4 is the Broadcast Storm Control page. This page is used to confi
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gure the suppression function of broadcast packets, multicast packets and DL
F packets for the port.

Select the port to be configured from the drop-down bar of the port. Use o
n and off to turn on and off broadcast suppression, multicast suppression, and
DLF suppression for the port. Throttle rate item is used to configure the throttl
e rate of the port. Range 1-1024000, unit: kbits. The suppression rates of broa
dcast suppression, multicast suppression and DLF suppression on the same p
ort are equal. At the same time, you can view the broadcast storm control conf

iguration of all ports through this page.

e >
| Broadeast suppression [ [orv | Broadcast Ratetimic [0 (11024000 kops)
| Multicast suppression \ | Mutticast Ratetimit [[o (1-1024000 Kbps)
| bLF suppression | lor~ | oLr Ratatimit o (1-1024000 Kbps)
Refresh Apply Help
| PortName | | Ratelimit (kbps) | Multicast Suppression | Multicast Ratelimit (kbps) | DLF Suppr | DLF Ratelimit (kbps)
[ getn | off [ 64 off [ 64 [ off [ 64
[ getz | off [ 64 | off [ 64 [ off [ 64
[ getm | off [ 64 | Off [ 64 [ Off [ 64
| gera | off [ 64 | off | 64 [ Off [ 64
[ gews | off [ 64 | off [ 64 [ Off [ 64
| gets | off [ 64 | Off [ 64 [ Off [ 64
[ g7 | off | 64 | off | 64 | Off | 64
[ gets | off [ 64 | off [ 64 [ off [ 64
[ getg | off [ 64 | off [ 64 [ off [ 64
[ [ off [ 64 | Off [ 64 [ off [ 64
1 \ \ | 1 \ \

Figure 4-4 Broadcast Storm Control Page

(5) Port ratelimit

Figure 4-5 shows the port speed limit page. This page is used to configure
the rate at which the port sends and receives.

Select the port to be configured from the drop-down bar of the port. The b
andwidth control of sending data packet is used to configure and display the b
andwidth control of sending data packet. The range is 1-1024000, and the unit
is kbits. After input, press the application key to take effect. Displays off if the

port is not configured for bandwidth control. The corresponding cancel key is u
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sed to cancel the bandwidth control of the transmitted data packet. The bandw
idth control of the received data packet is used to configure and display the ba
ndwidth control of the received data packet. The range is 1-1024000, and the
unit is kbits. After input, press the application key to take effect. Displays off if
the port is not configured for bandwidth control. The corresponding cancel key
is used to cancel the bandwidth control of the received packet.

If the port is configured with bandwidth control, it is displayed in the list.

= =

Send Packets Rate Control | Off kbps (1-1024000) Cancel | (Cancel Send Packets Rate Control)
Receive Packets Rate Control |Off kbps (1-1024000) Cancel | (Cancel Receive Packets Rate Control)

Refresh Apply Help

Port Name [ Send Packets Rate Control (kbps) Receive Packets Rate Control (kbps)

Figure 4-5 Port Speed Limit Page

(6) Protection Port

Figure 4-6 is the protection port page. This page is used to configure prote
ction ports. Protected ports cannot communicate with each other, only with un

protected ports.

Port Name Is Protected Port
gel/1 No
gell2 No

gel/3 No
gel/4 No
gel/5 No
gel/6 No
get/7 No

gel/s No

ge1/9 No
gel/10 No
get/11 No
gel1/12 No
gel13 No

gel/14 No

gel/15 No

gel/16 No
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Figure 4-6 Protection Port Page

(7) Learn limit

Figure 4-7 is the Port Learning Limits page. This page is used to limit the
number of MAC addresses that the port can learn. The range is 0-8191. The d
efault value is 8191, which is also the maximum value, indicating that the port

has no learning limit configured. The list shows the learning limits for all ports.

[port: v
MAG Address Num Able ToLearn{0  [(0-8191)

Refresh Apply Cancel Limit Help

‘ Port Name MAC Address Num Able To Learn
[ geli 8191
gell2 8191
gell3 8191
gelld 8191
gell5 8191
gells 8191
gell7 8101
gells 8191
gell9 8191
ge1/10 8191
gel/11 8191
geli2 8191
ge1/13 8191
ael/14 8191

Figure 4-7 Port Learning Limit Page

(8) Prot Trunking

Figure 4-8 is the Port Aggregation Configuration page. This page allows th
e user to configure port aggregation. This page consists of four sections: Tr gr
oup ID selection, port aggregation method, configurable ports, and group me
mber ports.

To create or modify a port aggregation, the user needs to select a Tr grou
p ID from 1 to 8. The user clicks the corresponding Tr group ID in the list box,
and the information of the Tr group is displayed in the group member port. To

create a Trunk group, select the corresponding ID in the Trunk group ID, and c
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lick "Create Trunk Group". If the creation is successful, the ID display column
will be marked with parentheses. If a Tr group is not created,Not created is ma
rked in parentheses in the ID display column. To set the port aggregation meth
od, select an aggregation method from the drop-down box above the list and ¢
lick the button Set Aggregation Method. To add an aggregated port, select the
aggregated port in Configurable Ports and click Member Port = >. To delete a
port from the existing aggregated ports, select the aggregated port from the gr
oup member ports and click the "Non-member port < =" button. To delete the
entire Tr group, click the Delete Tr Group button.

In the page configuration process, the configured aggregation method cor
responds to the selected Trunk group ID. Only the existing Trunk group can co
nfigure the aggregation method; only the existing Trunk can add or delete me
mber ports; only the Trunk group without member ports can be deleted.

The switch provides six types of port aggregation: based on source MAC
address, based on destination MAC address, based on source and destinatio
n MAC address, based on source |IP address, based on destination IP addres
s, and based on source and destination IP address.

The managed switch supports up to 8 groups of port aggregation. Each g
roup of port aggregation supports up to 8 ports. Each Tr group can configure it

s own port aggregation method.
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Trunk Group ID Trunk Method Able Config Port Member Port
1 ge 1/
0001 (Uncreated) ge1/2
0002 (Uncreated) ge1/3
0003 (Uncreated) ge1/4
0004 (Uncreated; ge1/5

)

)

)

0005 (Uncreated ge1/6
0006 (Uncreated
0007 (Uncreated

0008 (Uncreated!

gel/7
ge1/8
oe1g Create Trunk Group
ge1/10
ge1/11
ge1/12
ge1/13
ge1/14
ge1/15
ge1/16 Delete trunk Group
ge1/17
ge1/18
ge1/19
ge1/20
ge1/21
ge1/22
ge1/23
ge1/24
ge1/25

Member Port =>

Set Trunk Method Unmember Port <=

(Note: There must have at least one trunk group when you configure trunk method. All the trunks use the same trunk method. You can only delete or add a member port when a trunk already exists. Delete trunk groups
when they have no member.)

Refresh Help

Figure 4-8 Port Aggregation Configuration Page

(9) Mirror

Figure 4-9 shows the port mirroring configuration page, which allows the
user to configure port mirroring. Port mirroring is to monitor the data packets o
utput by the mirrored output port and the data packets input by the mirrored in
put port through the mirroring port. Only one mirror port can be selected, and
multiple mirrored output ports and mirrored input ports can be selected. This p
age consists of four parts: listening port, configurable port, listening direction a
nd mirror configuration information. When configuring a mirror port, first config
ure the mirror port from the monitoring port. There can only be one mirror port.
Then select the mirrored port from the configurable ports. Select the monitori
ng direction from the monitoring direction. Finally, press the Apply key to take
effect. The result will be displayed in the mirror configuration information.

When RECEIVE is selected in the monitoring direction, it means to monit
or the received data packets, and TRANSMIT means to monitor the transmitte
d data packets. BOTH means to monitor all sent and received packets, NOT _

RECEIVE means to cancel monitoring received packets, NOT _ TRANSMIT
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means to cancel monitoring sent packets, and NEITHER means to cancel mo

nitoring received and sent packets, that is, to cancel the monitored port.

Mirror Port Able Config Mirrored Ports Mirror Direction Mirror Config Info

gel/1
gel/2

gel/3
gel/4
gel/s
gel/6
gel/7
gel/8
gel/o
gel/10
gel/1
gel/12
gel/13 v
(Mirror port name like: ge1/1) gelit4
getl/15
gel/16
gel/17
gel/18
ge1/19
ge1/20
gel/21
get1/22
gel/23
get/24
gel1/25

Refresh Apply Help

Figure 4-9 Port Mirror Configuration Page

(10) DDM information

Figure 4-10 shows the DDM information viewing interface. This page is u

sed to view the corresponding information of the optical module.

tical module.

Figure 4-10 DDM information viewing interface
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5.MAC Configuration

(1) MAC table

Figure 5-1 is the MAC address table display interface. This page is used t
o view the MAC address of the VLAN corresponding to the port.

[ Port Al v
| vianio o | omeansaivian
| mAC Number 2
Display Help
| MAC Address | VLAN ID | Port | Static
[ 8820.5388.2852 [ 1 [ gel28 [ 0
00e0.4c3d f2dc [ 1 [ ge1/28 0
0060.4c0b bcdb [ 1 [ gel/28 0
4ced.f063.cd62 [ 1 [ ge1/28 0
9897 cc88 eec9 [ 1 [ ge1/28 0
46d.2f26 Tafb [ 1 [ ge1/28 0
2493 6alb.da7b | 1 | ge128 0
0479.18ec.14eC [ 1 [ gel28 0
00cf.e047.3b16 [ 1 [ gel/28 0
0c9d 920e c8c1 [ 1 [ ge1/28 0
52aa.520a.427¢c | 1 \ ge1/28 0
00607096 724d [ 1 [ ge1/28 0
bcBe e2fb 9bsb [ 1 [ gel/28 0
146d 226 613 [ 1 [ ae1/78 0

Figure 5-1 MAC Address Table

(2) MAC Binding

Figure 5-2 is the MAC binding configuration page. This page is used to im
plement the binding of port and MAC address. The MAC entry on the page is
used to enter the bound MAC address, and the VLAN ID entry is used to enter
the VLAN to which the MAC address belongs.

[
MAC Address [ wianmfo ]
(MAC Address Format: HHHH.HHHH,HHHH)
| | MAC Address | VLAN ID
Refresh Select-all Apply Delete Help

Figure 5-2 MAC Binding Configuration Page
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(3) MAC auto binding

Figure 5-3 is the MAC Binding Auto Conversion page. This page is used t
o automatically bind the MAC address of the port.

Displays the existing dynamic MAC address of the port in the Layer 2 hard
ware forwarding table and the VLAN to which it belongs. You can select an en

try and convert it to a static binding.

‘Pon: | v
(The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and then press apply to bind those mac addresses to that port.)

| [ MAC Address [ VLAN ID

Refresh Select-all Apply Help

Figure 5-3 MAC Binding Automatic Conversion Page

(4) MAC Filter

Figure 5-4 is the MAC filtering configuration page. This page is used to co
nfigure the port to filter MAC addresses.

The MAC entry on the page is used to enter the filtered MAC address, an
d the VLAN ID entry is used to enter the VLAN to which the MAC address bel

ongs.

o
MAC Address [ VLAN 1D 0

(MAC Address Format: HHHH.HHHH.HHHH)
| | MAC Address | VLAN ID

Refresh Select-all Apply Delete Help
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Figure 5-4 MAC Filtering Configuration Page

(5) MAC auto filter

Figure 5-5 shows the MAC filtering automatic transition page. This page is
used to automatically bind the MAC address to the port.

Displays the existing dynamic MAC address of the port in the Layer 2 hard
ware forwarding table and the VLAN to which it belongs. You can select an en

try and convert it to a static filtering configuration.

‘Pon: | v|
(The list will display the MAC addresses and VLAN ID that the port has dynamically leamed. You can select one or more items and then press apply to filter those mac addresses from that port)

| | MAC Address | VLAN ID

Refresh Select-all Apply Help

Figure 5-5 MAC Filtering Auto Conversion Page

6.VLAN Configuration

(1) VLAN information

Figure 6-1 shows the Current VLAN Information page. This read-only pag
e displays the current VLAN, the status of the VLAN, and the port membership
of the VLAN. The drop-down box displays all current VLANSs, and the list displ
ays the VID, status, and port membership for up to 30 VLANSs. Select a VLAN
from the drop-down box. The list displays information for up to 30 VLANs with
a VID greater than the VLAN. However, if there are no more than 30 VLANS, n
o matter which VLAN is selected from the drop-down box, the information of al

36



| VLANSs will be displayed in the list.
A port may not be a member of a VLAN, and may be a tagged or untagge
d member of a VLAN.

The characters before the port on the page have the following meanings:

t tagged The port is a tagged member of this VLAN

u untagged The port is an untagged member of this VLAN
(Note: The drop-down box displays all current VLANs. The list Displays up to 1000 VLANs. If you select a VLAN in the drop-down box, the list will show all VLANs equal to or greater than the selected VLAN but not more
than 1000 VLANs.)

(t=ts d ber, u=unt; d ber)

s agged member, u=untagged member
[ VID | VLAN Name [ State | Port Member
‘ ‘ ‘ [ulge1/1 [ulge1/2 [ulge1/3 [ulge1/4 [ulge 1/5 [ulge1/6 [ulge1/7 [ulge1/8 [ulge1/9 [ulge1/10 [ulge1/11 [u]ge1/12 [u]ge1/13 [ulge1/14

1 vian1 active [S] [ulge1/15 [ulge 1/16 [ulge1/17 [ulge1/18 [ulge1/19 [u]ge1/20 [ulge1/21 [ulge1/22 [ulge1/23 [ulge1/24 [u]ge1/25 [u]ge1/26

[ulge1/27 [ulge1/28
Refresh Help

Figure 6-1 VLAN Information Page

(2) VLAN Configuration

Figure 6-2 is the Static VLAN Configuration page, which allows the user to
create VLANSs.

To create a new VLAN, the user enters a VID in the active line from 2 to 4
094. The VLAN name is generated by the system based on the VLAN ID and
cannot be modified. Click the Apply button, and the list box displays the VID a
nd VLAN name of the VLAN created by the user. The switch creates VLAN 1
by default, and VLAN 1 cannot be deleted.

To delete a VLAN, the user needs to click on the corresponding VLAN in t
he list box. The VLAN will be displayed in the active line. Click the Delete key t
o delete the VLAN, and the information of the VLAN will be removed from the |

ist box.
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[viD [VLAN Name

I ‘ vian1 |

Refresh Apply Delete Help

Figure 6-2 VLAN Configuration Page

(3) VLAN Port Configuration

Figure 6-3 is the VLAN Port Configuration page, which is used to configur
e VLANSs on the ports and displays the results of the configuration. This page
mainly consists of eight parts: port, mode, all current VLANs, VLAN to which t
he port belongs, and the keys "Default VLAN = >", "tagged = >", "untagged =
>"and "Non-member < =".

Port is the port that specifies the VLAN to be configured.

Mode Access specifies that the port&apos;s VLAN mode is ACCESS mod
e. In this VLAN mode, the port defaults to an untagged member of VLAN1, an
d the port&apos;s default VLAN is 1. Hybrid specifies that the VLAN mode of t
he port is HYBRID mode. In this VLAN mode, the port is an untagged member
of VLAN1 by default, and the default VLAN of the port is 1. Trunk specifies th
at the VLAN mode of the port is TRUNK mode. In this VLAN mode, the port is
a tagged member of VLAN1 by default, and the default VLAN of the port is 1.

All current VLANSs refer to the currently created VLANS, that is, the VLANs
configured by the port. The user can select more than one VLAN from the list.

The VLAN to which the port belongs displays the result of the VLAN port ¢

onfiguration. [P] indicates that the VLAN is the default VLAN for the port. [T] in
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dicates that the port is a tagged member of the VLAN. [U] indicates that the po
rt is an untagged member of the VLAN. When a VLAN is deleted, the user sel
ects the VLAN from the list. Multiple selections are allowed.

Press "Default VLAN = >" to configure the default VLAN of the port, and s
elect a VLAN from all the current VLANS.

Press "tagged = >" to configure that the port is a tagged member of the sp
ecified VLAN, and select one or more VLANs from all current VLANS.

Press "untagged = >" to configure the port to be an untagged member of t
he specified VLAN. Select one or more VLANs from all the current VLANS.

Press the key "Non-member < =" to delete the port from one or more spec

ified VLANSs, and select one or more VLANSs from the VLANSs to which the port

belongs.

(p=default VLAN member, t=tagged member, u=untagged member)

o
a

Mode Current it VLAN Port Members

Default VLAN =>
Tagged =>
Untagged =>

UnMember <=

Refresh Help

Figure 6-3 VLAN Port Configuration Page
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7.SNMP Configuration

(1) Community Name

Figure 7-1 shows the SNMP community configuration page, which allows
the user to configure the name and read and write permissions of the commun
ity of the switch. A total of eight entries can be configured.

By default, the switch has a community with a public name that is read-on
ly. Correspondingly, there is only one active entry on the page, the community
name is public, and the permissions are read-only. When the switch needs to
be managed through SNMP, it is necessary to configure a common body with

readable and writable permissions.

| item |[Community Name Read/Write [ State

(T — — \

I public Read Only [ Active

Figure 7-1  SNMP Community Configuration Page

(2) TRAP Target

Figure 7-2 is the TRAP Destination Configuration page, which allows the
user to configure the IP address of the workstation that receives the TRAP me
ssage and some parameters of the TRAP packet.

When configuring the entry, the name is used to enter the trap name, the
transport IP address is used to enter the destination address, and the SNMP v
ersion is used to select the version of the trap packet. If the setting is successf

ul, the status in the entry will be displayed as active. If the configuration is suc
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cessful, the SNMP TRAP feature will work and the switch will automatically se
nd TRAP packets to the destination address in the event of a link up or link do

wn condition, for example.

| ttem [Name [Transmit IP Address |SNMP Version | state

[New ] 1 [ \

Refresh Apply Delete Help

Figure 7-2 TRAP Target Configuration Page

8.ACL Configuration

(1) Standard IP

Figure 8-1 is the ACL Standard IP Configuration page, which allows the u
ser to create a rule base for ACL Standard IP. Users can select an ACL group
number (in the range of 1-99, or 1300-1999) to create one or more rules in tha
t group. The only field that can be matched in a rule is the source IP address (

with a mask).

ACL Standard IP Group Num: | 1 ~
Source IP Address Source Wildcard

(e.g.: If input Source IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be
0.0.0.255)

® peny © permit

[ [ Group Num | Deny/Permit [ Source IP Address [ Source Wildcard

Refresh Select-all Add Delete Help

Figure 8-1 ACL Standard IP Configuration Page

When the user configures the rule, the source IP address needs to be ma
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sked, and the rule can match the set of IP addresses. The mask of the addres
s is represented by the complement. If the rule is to match the IP address ran
ge 192.168. 0.0 to 192.168. 0.255, the IP address can be 192.168. 0.1 and its
mask is 0.0. 0.255.

When a user configures a rule, each rule must have a filter mode: allow o
r deny.

When a user creates a rule in a rule group, the system will automatically
assign a rule number to the rule. When a rule in a rule group is deleted, other
rules remain unchanged, and the system will automatically sort the rules inar
ule group. If the user wants to delete the whole rule group, he can select all fir

st, and then click the delete button.
(2) Extended IP

Figure 8-2 shows the ACL extended IP configuration page, which allows t
he user to create a rule base for the ACL extended IP. Users can select an AC
L group number (in the range of 100-199, or 2000-2699) to create one or mor
e rules in that group. Fields that can be matched in a rule are source IP addre
ss (with mask), destination IP address (with mask), protocol type (such as IC
MP, TCP, UDP, etc.), source port and destination port (valid only for TCP and
UDP protocols), and TCP control flags.

‘ACL Extended IP Group Num:| 100 v

‘Scuru P | ‘Sauru Wildeard ‘I
‘Destinatinn P | ‘Deslinatian Wildcard ‘
Protocol Type
P o

tep
\ ] ]
Source Port Destination Port

ftp(tep) ftp(tep)

fip-data(tcp) - ftp-data(tcp)
TCP Control Flag — - - .

Ofin Osyn Orst Opsh Oack Ourg
(e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; The selected Protocol Type and Source Port is in one-to-one relationship, If the
Protocol is udp, select the udp port; If the Protocol Type is not tcp or udp, the selected port is insignificance |
@® peny O permit
‘ ‘ Group Num Deny/Permit Source IP ‘ Source Wildeard ‘ DSstnation| | Osshnetien ‘ Protocol Type Source Port Destination Port TCP Flag
Refresh Select-all Add Delete Help
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Figure 8-2 ACL Extended IP Configuration Page

When the user configures a rule, both the source IP address and the dest
ination IP address need to be masked, and the rule can match the set of IP ad
dresses. The mask of the address is represented by one&apos;s complement
if the rule is to match the IP address range 192.168. 0.0 to 192.168. 0. 255, th
e IP address can be 192.168. 0.1 and its mask is 0.0. 0.255.

When a user configures a rule, each rule must have a filter mode: allow o
r deny.

When a user creates a rule in a rule group, the system will automatically
assign a rule number to the rule. When a rule in a rule group is deleted, other
rules remain unchanged, and the system will automatically sort the rulesina r
ule group. If the user wants to delete the whole rule group, he can select all fir

st and then press the delete key.

(3) MACIP

Figure 8-3 shows the ACL MAC IP configuration page, which allows the u
ser to create a rule base for the ACL MAC IP. Users can select an ACL group
number (in the range of 700-799) to create one or more rules in that group. Th
e fields that can be matched in a rule are source MAC address (with address
match bits), source IP address (with address match bits), destination IP addre

ss (with address match bits), VLAN ID.
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|ACL MAC 1P Group Num: | 700 v

|source mac ] |source MAC witdcard ]
‘Source P ‘Source IP Wildcard
‘Destinatinn P Destination IP Wildcard
‘VLAN D 0 ‘(0.4094, 0 means all VLAN)
(e.g-: Ifinput IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildeard should be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
HHHH.HHHH.HHHH)
@® peny O permit
» Source £ TR Destination IP
‘ ‘ Group Num Deny/Permit Source MAC i ‘ Protocol Type Source IP | Source IP Wildcard | Destination IP o VLANID
Refresh Select-all Add Delete Help

Figure 8-3 ACL MAC IP Configuration Page

When the user configures a rule, the source MAC address, source IP add
ress, and destination IP address must all have an address match bit, and the r
ule can match a set of MAC addresses and IP addresses. For example, if the
rule is to match the IP address range 192.168. 0.0 to 192.168. 0. 255, the IP a
ddress can be 192.168. 0.1 and its mask is 0.0. 0.255.

When a user configures a rule, each rule must have a filter mode: allow o
r deny.

When a user creates a rule in a rule group, the system will automatically
assign a rule number to the rule. When a rule in a rule group is deleted, other
rules remain unchanged, and the system will automatically sort the rulesina r
ule group. If the user wants to delete the whole rule group, he can select all fir
st and then press the delete key.

When the user configures the rule, the VLAN ID must be in the range of 0

to 4094, inclusive, where 0 represents all.

(4) MAC ARP

Figure 8-4 shows the ACL MAC ARP configuration page, which allows th

e user to create a rule base for ACL MAC ARP. Users can select an ACL grou
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p number (in the range of 1100-1199) to create one or more rules in that group.
The fields that can be matched in a rule are the sending MAC address (with a

ddress match bits) and the sending IP address (with address match bits).

|acL MAC ARP Group Num:[ 1100 v |

lsender MAC ‘ |Sender MAC Wildcard ‘

}Senderw ‘ |Sender 1P Wildcard |

(e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:

HHHH.HHHH.HHHH)

® peny O permit

| Group Num Deny/Permit | Sender MAC | sender MAC Wildcard | Sender IP | Sender IP Wildcard
Refresh Select-all Add Delete Help

Figure 8-4 ACL MAC ARP Configuration Page

When the user configures the rule, both the sending MAC address and th
e sending IP address need to have the address matching bit, and the rule can
match the set of MAC address and IP address. For example, if the rule is to m
atch the IP address range 192.168. 0.0 to 192.168. 0. 255, the IP address can
be 192.168. 0.1 and its mask is 0.0. 0.255.

When a user configures a rule, each rule must have a filter mode: allow o
r deny.

When a user creates a rule in a rule group, the system will automatically
assign a rule number to the rule. When a rule in a rule group is deleted, other
rules remain unchanged, and the system will automatically sort the rules ina r
ule group. If the user wants to delete the whole rule group, he can select all fir

st and then press the delete key.

(5) ACL Information

Figure 8-5 shows the ACL Repository Information page, which displays al
| the rules and references configured in the current ACL.
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Refresh Help

Figure 8-5 ACL Resource Library Information Page

(6) ACL Reference

Figure 8-6 is the ACL reference configuration page, through which the us
er can select an ACL rule group for a port, write the rules in the ACL rule grou
p into the port hardware logic, and make the port perform ACL filtering on the r
eceived packets according to these rules.

When selecting an ACL rule group on a port, you can select IP Standard,
IP Extended, MAC IP, and MAC ARP ACL groups. The selected ACL rule gro
up must exist. Select from the ACL rule group list and press the Add key. To d

elete an ACL rule group, select an ACL rule group from the list of referenced r

ule groups and press the Delete key.

All ACL Groups Reference d ACL Groups

Add =>

Delete <=

Refresh Help

Figure 8-6 ACL Reference Configuration Page
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9.Qos configuration

(1) Qos apply

Figure 9-1 is the Qos application page, through which the user can config
ure the Qos type of the port and modify the default user priority. The list shows

the port&apos;s Qos type and user default priority in real time.

Port: v ||QOs Type: | NO QOS v | User Prierity: | 0 v
[port | I [ I lov]

Refresh Apply Help
| Port Name [ QoS Type | User Priority
[ get/1 [ NO QOS | 0
gel/2 NO QOS 0
get/3 NO QOS 0
get/4 NO QOS 0
get/5 NO Q0S 0
ge1/6 NO QOS 0
get/7 NO QOS 0
gel/8 NO QOS 0
gel/9 NO QOS 0
ge1/10 NO QOS 0
get/11 NO QOS 0
get/12 NO QO0S 0
get/13 NO QOS 0
get/14 NO QOS 0
0
n

[ get/15 [ NO QOS |
ne1/1A

Figure 9-1 Qos Application Page

(2) Qos Schedule

Figure 9-2 is the Qos scheduling page, through which the user can config
ure the Qos scheduling mode of the port and modify the priority of the queue.
The list displays the scheduling mode of the port and the weight value of each

queue in real time.
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‘Porl: | v

‘QDS Schedule Mode: | WRR v | ‘
‘Weighi of queue 0 (1~127): [0 ‘Weighl of queue 1 (1~127): [0
‘Weight of queue 2 (1~127): |0 ‘Weigh( of queue 3 (1-127): [0

‘Weigh( of queue 4 (1~127): |0 ‘Weighl of queue 5 (1~127): |0
‘Weighl of queue 6 (1~127): |0 ‘W&igh( of queue 7 (1~127): [0
Refresh Apply Help

| PortName | QOS Schedule Mode | Weight of queue 0 | Weight of queue 1 | Weight of queue 2 | Weight of queue 3 | Weight of queue 4 | Weight of queue 5 | Weight of queue 6 | Weight of queue 7
[ getit | WRR | 1 | 2 | 4 | 8 | 16 | 32 | 64 | 127
| get2 | WRR [ 1 [ 7 [ 4 [ 8 [ 16 [ 32 [ 64 | 127
| ges | WRR | 1 [ 2 | 4 | 8 | 16 | 32 | 64 | 127
[ getra | WRR [ 1 [ 2 [ 4 [ 8 [ 16 [ 32 [ 64 [ 127
[Tgetis | WRR [ 1 [ 2 [ 4 [ 8 [ 16 [ 32 [ 64 [ 127
| gets | WRR [ 1 [ 2 [ 4 [ 8 [ 16 [ 32 [ 64 | 127
[ get7 | WRR | 1 [ 7] | 4 | 8 | 16 | 32 [ 64 | 127
| getis | WRR [ 1 [ 2 [ 4 [ 8 [ 16 [ 32 [ 64 [ 127
T —amn T Tamn T “ T ~ T “ T n T an T an T ~a T anT

Figure 9-2 Qos Scheduling Page

10.IP Basic Configuration

(1) VLAN interface

Figure 10-1 is the VLAN interface configuration page, through which the u
ser can configure the VLAN interface, delete the VLAN interface, configure the
IP address of the interface, delete the IP address of the interface, and view th
e interface information. A VLAN can only be set as an interface if it already exi
sts, and an interface address can only be configured on an already set interfa

ce.

| Lineitem [ VLAN ID [ IP Address / Subnet Prefix | DHCP Client | MAC Address

‘ ‘ 1 ‘ 192,168 2 220124 ‘ ‘ 0028 081.000d
[ 1 [ 1 | 192.168.2.220/24 | Disable [ 0028.0811.000D
Refresh Create VLAN Interface Delete VLAN Interface
Set IP Address/DHCP Client Delete IP Address Help

Figure 10-1 VLAN Interface Configuration Page
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Managed switches have a VLAN 1 interface by default, which cannot be d

eleted. Only one interface can be configured for a VLAN.

(2) ARP configuration and display

Figure 10-2 is the ARP configuration and display page. This page can dis
play all the information of the ARP table of the switch. At the same time, the u
ser can configure the static ARP entry, delete the ARP entry, and modify the d
ynamic ARP entry to the static ARP entry through this page.

When configuring a static ARP entry, the user needs to enter the IP addre
ss and MAC address. The MAC address must be a unicast MAC address, and
then click Add.

When deleting an ARP entry, the user can select to delete an ARP entry
of an IP, delete an ARP entry of a network segment, delete all ARP entries, de
lete all dynamic ARP entries, and delete all static ARP entries. To delete the A
RP table entry of an IP or delete the ARP table entry of a network segment, e
nter the specified IP address or IP network segment in the input box. Then clic
k the delete button.

When the dynamic ARP table entry is modified into the static ARP table e
ntry, the dynamic ARP table entry in a certain network segment or all the dyna
mic ARP table entries can be modified into the static ARP table entry. In the c
ase of a certain network segment, you need to enter the specified network seg

ment in the input box. Then click the Apply button.
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| static ARP Item configuration:

ilP Address ‘ MAC Address |

Add

|Delete ARP item:

‘ARP item v IP Address (IP Network Segment) |

Delete

|change Dynamic ARP List item into Static ARP List item:

‘ARP Listitem ‘ ‘IF‘ Network Segment ‘
Apply
| | IP Address | MAC Address | Type
[ [ 192.168.2.35 [ 882d 5388 2852 [ dynamic
[ [ 192.168.2.74 [ 047c.1681.211c [ dynamic
Refresh Help

Figure 10-2 ARP Configuration and Display Page

(3) Host static route configuration

Figure 10-3 is the host static route configuration page, through which the
user can add or delete the host static route of the switch. By default, the switc
h is not configured with a host static route. The user can use this page to confi
gure a default route, that is, a route with a destination address/subnet prefix of

0.0. 0.0/0.

[Target Address/Subnet perfix [Next Hop

] L ]

Refresh Apply Delete Help

| [ select All tem | Target Address/Subnet perfix Next Hop Distance State

Figure 10-3 Host Static Route Configuration Page
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11.AAA Configuration

(1) AAA Authentication

Figure 11-1 is the AAA authentication configuration interface, through whi

ch the user can select the authentication type.

AAA Authentication Type \ Local v

Refresh Apply Help

Figure 11-1 AAA Authentication Configuration Page

(2) Tacacs + Configuration

Figure 11-2 shows the Tacacs + configuration page. Users can configure i
nformation related to Tacacs +. The information that can be set includes: enab
ling Tacacs + functions, configuring the IP address of the Tacacs + server, the
authentication type, and the shared secret key.

The Tacacs + feature must be enabled before it can be used. The default
configuration is not enabled.

Configure the IP address of the Tacacs + server. This field must be set wh
en using Tacacs + functionality.

Authentication type: PAP and CHAP authentication types are provided, an
d the default configuration is PAP authentication.

The shared key is used to set the encrypted shared password between th
e switch and the Tacacs + server. This field must be set during authentication

and authorization, and must be the same as the setting on the Tacacs + serve

51



o —

| option servere [0000 |
| Authentication Type [PAP v
EEEE 00
| Autherization | Disable v |
| Accounting [Disable v |

Refresh Apply Help

Figure 11-2 Tacacs + Configuration Page

(3) Radius Configuration

Figure 11-3 is the Radius configuration page. The user can configure the i
nformation related to Radius. The settable information includes:

® |P address of Radius server. This field must be set during authenticatio
n and accounting.

® Optional Radius Server IP Address. This field can be set if there is an
alternate radius server.

® Authentication UDP port. The default value is 1812. Users generally do
not need to modify this field.

® \Whether to start charging? It is started by default. Charging is generall
y started during authentication charging.

® Billing UDP port, default value is 1813.

® The shared key is used to set the encrypted shared password between
the switch and the Radius server. This field must be set during authen
tication and billing, and must be the same as the setting on the Radius
server.

® \/endor specific information. Users generally do not need to modify this
field.

® NAS port, NAS port type, and NAS service type. Users generally do no
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t need to modify these three values.

® \Whether Radius roaming is turned on or off.

| Primary Server  [0000

| option server f[ooo0 ]
Accounting [Enable ]
Accounting UDP Port 1813
Shared Key ]
[

NAS Port 50003

NAS Port Type 15

NAS Sarvice Type
Roaming | Disable v |

Refresh Apply Help

Figure 11-3 Radius Configuration Page

(4) 802.1x configuration

Figure 11-4 is the 802.1x configuration page, through which the user can
configure some information related to 802.1x, mainly including:

® \Whether to start the 802.1x protocol? The 802.1x protocol must be star
ted during authentication and accounting.

® \Whether the switch uses general authentication or extended authentica
tion.

® \Whether to turn on the re-authentication function is not turned on by de
fault, and it is determined according to the actual situation when makin
g authentication billing. Turning on the re-authentication function will
make users more reliable when using authentication billing, but it will s
lightly increase the traffic of the network.

® Set the re-authentication time interval, which is valid only when the re-
authentication function is enabled. The default is 3600 seconds. Set th

e value according to the actual situation when performing authenticati
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on billing, but the value should not be too small.
Quiet Period timer. Users generally do not need to modify this field.
Tx-Period timer. Users generally do not need to modify this field.

Server timeout timer. Users generally do not need to modify this field.

For the supplicant timeout timer, the user generally does not need to m

odify this field.

® The number of Max Requests. Users generally do not need to modify t
his field.

® Displays the Reauth Max size.

® Client Version. The client version number.

® Check Client, whether to check the timing traffic packet of the client aft

er passing the authentication.

ion Period 3600 (Sec

d )
| auietPeriod [60 (Sec)
| mrerion |30 (Sec)

)
)

Server Timeout 10 (Sec;

Supplicant Timeout 30 (Se

Max Racent O

Reauth Max &
Refresh Apply Help

Figure 11-4 802.1x Configuration Page

(5) 802.1x Port Configuration

Figure 11-5 is the X port configuration page of the 802.1. Through this pa
ge, the user can configure the X port mode of the 802.1 and the maximum nu

mber of hosts supported, and view the X configuration of the 802.1 of each po

rt.
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802.1x port modes include four types: N/A state, Auto state, Force-authori
zed state, and Force-unauthorized state.

When 802.1 X authentication is required for a port, the port must be set to
the Auto state. If the port is not authenticated, it can access the network. The
port must be set to the N/a state. The other two States are rarely used in pract

ical applications.

| Port Num [ Port Mode Support Host Num
\ L | L 0
[ gel/ N/A 256
geli2 N/A 256
gell3 N/A 256
gel/d N/A 256
getls N/A 256
gel/6 N/A 256
get/7 N/A 256
gel/8 N/A 256
gel/9 N/A 256
ge1/10 N/A 256
geli 1 N/A 256
ge1/12 N/A 256
gel/13 N/A 256
gel1/14 N/A 256
ge1/15 N/A 256
ge1/16 N/A 256
gel/17 N/A 256
ge1/18 N/A 256

Figure 11-5 802.1x Port Configuration Page

When performing 802.1x authentication, the maximum number of hosts a
ccessed by the port is 256 by default. The user can modify this field to support

a maximum of 256 hosts.

(6) 802.1x user authentication information

Figure 11-6 is the 802.1x user authentication information page, through w

hich the user can view the status information of all users connected to a port
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[pore: v [Port Mode: |Accepted Host Num: 0

| Applicant State Machine [ Back-End State Machine | Retry Request State
User name MAC Address Request State
[ state | Retry Request Num [ state | Request Num | State
Refresh Help

Figure 11-6 802.1x User Authentication Information Page

12.MSTP configuration

(1) Global Configuration

Figure 12-1 shows the MSTP global configuration page, through which th

e user can configure global MSTP parameters.

| mse [Disave ]
e E—
| Porttast Bpdu-Fitter | Disable v |
| Pontast Bpau-Guard | Disable v |
| Forwaramime s ]

‘ Errdisable-Timeout Disable v

0

<}

‘ Errdisable-Timeout Interval | 3

[ e i [Disable ]
Refresh Apply Help

Figure 12-1 MSTP Global Configuration Page

(2) Port configuration

Figure 12-2 shows the MSTP port configuration page, through which the

user can configure the port MSTP parameters.
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Pont —

Porttast | Disable v |
Portfast bpdu-flter [Enabie v]
Portfast bpdu-guard

Root Guard Disable v
Link-Type

Pricrty O
Path-Cost Y

Force-Version STP hd

Refresh Apply Help

Figure 12-2 MSTP Port Configuration Page

(3) Port information

Figure 12-3 is the MSTP port information page, through which the user ca
n view the specific status of the port MSTP.

\ Port Postfast Bpdu-Filter Bpdu-Guard Root Guard Link-Type Priority Path-Cost Force-Version

‘ gel/t Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/2 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/3 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/4 Disable Default Default Disable Point-To-point 128 20000 MSTP
gells Disable | Default | Default | Disable Point-To-point | 128 20000 | MSTP
0e1/6 Disable [ Default [ Default [ Disable Point-To-point | 128 20000 [ MSTP
gel/m Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/8 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/9 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/10 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/11 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel1/12 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/13 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/14 Disable Default Default Disable Point-To-point 128 20000 MSTP
gel/15 Disable Default Default Disable Point-To-point 128 20000 MSTP
ge1/16 Disable Default Default Disable Point-To-point 128 20000 MSTP
ati17 Picahla Pafault Rafanit Nicahla Dnint Ta naint [ER) >Annn MeTD

Figure 12-3 MSTP Port Information Page

13.IGMPSNOOPING configuration

(1) IGMP SNOOPING Configuration

Figure 13-1 shows the IGMP SNOOPING configuration page, which allow
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s the user to enable IGMP SNOOPING.

| ctobal 1cmP snooPING

| viano |vian1 v|

| vLAn1emP snooPiNG | Disable v

| FastLeave

‘ FastLeave Timeout ‘ (ms)
‘ Query Membership Timeout ‘300000 (ms)
‘ Group Membership Timeout ‘ (ms)

Refresh Apply Help

Figure 13-1 IGMP SNOOPING Global Configuration Page

(2) Multicast group information

Figure 13-2 is the multicast group information page, through which the us

er can view the IGMP snooping multicast program information.

VLAN ID Multicast Address Member Ports
Refresh Help

Figure 13-2 Multicast Group Information Page

14.GMRP Configuration

(1) GMRP Global Configuration

Figure 14-1 shows the GMRP global configuration page, which allows the
user to enable GMRP.

58



Global GMRP [Disable v

Refresh Apply Help

Figure 14-1 GMRP Global Configuration Page

(2) GMRP Ports Configuration

Figure 14-2 shows the GMRP port configuration page, through which the

user can enable the port GMRP and view the port information.

Port: ~ | GMRP Status:

Refresh Apply Help
Port Name GMRP Status Join Timer(centiseconds) Leave Timer(centiseconds) LeaveAll Timer(centiseconds)
get/t Disable
gell2 Disable
gel/3 Disable
gel/4 Disable
gel/5 Disable
gel/6 Disable
gell7 Disable
gel/8 Disable
gel/9 Disable
ge1/10 Disable
gel/11 Disable
gel/12 Disable
gel/13 Disable
gel/14 Disable
ge1/15 Disable
[TTY Picahla

Figure 14-2 GM RP Ports Configuration Page

(3) GMRP State Machine

Figure 14-3 is the GMRP state machine page, through which the user can

view the state machine information established by GMRP.

Port Name VLAN ID Multicast MAC Address ‘ Applicant State Registrar State

Refresh Help
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Figure 14-3 GMRP State Machine Page

15.CVRP Configuration

(1) GVRP Global Configuration

Figure 15-1 shows the GVRP global configuration page, which allows the
user to enable GVRP.

Global GVRP | Disable v

Refresh Apply Help

Figure 15-1 GVRP Global Configuration Page

(2) GVRP Ports Configuration

Figure 15-2 shows the GVRP port configuration page, through which the

user can enable port GVRP and view port information.

[port: v | |avRP status: | Disable v |

Refresh Apply Help
Port Name GVRP Status Join Timer(centiseconds) Leave Timer(centiseconds) LeaveAll Timer(centiseconds)
get/ Disable =
gell2 Disable
gel/3 Disable
gel/4 Disable
gel/5 Disable
gell6 Disable
gell7 Disable
gel/s Disable
gelly Disable
ge1/10 Disable
gel1/11 Disable
gel/12 Disable
ge1/13 Disable
gel/14 Disable
gel/15 Disable
net/A Nisahla

Figure 15-2 GVRP Ports Configuration
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(3) GVRP state machine

Figure 15-3 is the GVRP state machine page, through which the user can

view the state machine information established by GVRP.

Port Name VLAN ID Multicast MAC Address \ Applicant State Registrar State

Refresh Help

Figure 15-3 GVRP State Machine

16.EAPS Configuration

(1) EAPS Configuration

Figure 16-1 This page is used to create and configure EAPS information.
It can also be used to delete and display EAPS information.

EAPS ring number: specific ring number, value range 1-16, can be select
ed according to the drop-down box

Creation status: Not Created and Created. If not created, you need to cre
ate first.

Modes: Master and Transit, which can be configured according to specific
needs.

Master port EAPS master port, e.g. fe1/1, ge1/1

Alternate port: EAPS second port

Control VLAN: control VLAN of EAPS ring, value: 2-4094

Protected VLAN: EAPS ring protected VLAN
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Hello Time Interval The time interval between the sending of Hello messa
ges. Default is 1s

Fail time: the time to detect the fault, which is 3s by default

In the case of data trans-ring forwarding and multi-ring forwarding, this fu
nction shall be enabled when the data needs to be trans-ring forwarded. Not t
urned on by default

EXtreme Interoperability Compatibility with other network devices, on by d
efault

Nable state, last EAPS loop enable condition

EAPS Ring ID

Create Status Not Created

Mode

e

Secondary Port ——l

Control VLAN ‘ 0
‘ Protected VLANsS U—H Format: 2,4,6 or 3-10
e = .

Fail Time 0 ‘ s

Data Span

Extreme Interoperability | Disable v |

Enable Status [Disable v |

Refresh Create Apply Remove Help

Figure 16-1 EAPS Configuration Page

(2) EAPS Information

Figure 16-2 shows the EAPS information page, through which the user ca

n view the EAPS configuration information.

Figure 16-2 EAPS Information Page
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17.RMON Configuration

(1) Statistics Configuration

Figure 17-1 shows the RMON Statistics Group Configuration page, which
allows the user to configure the RMON Statistics Group. Select a port from th
e drop-down list to view the RMON statistics group configuration that configur
es that port. When it is not configured, the index number is 0. Fill in the correct
index number (range is 1 to 100). The owner is optional. You can configure th
e RMON statistics group for this port. The Statistics table displays port statistic

s from the time the configuration was successful.

B
[ RMON Statistics

[o

‘ Index Owner ”

Refresh Apply Delete Help

| Statisties Data

etherStatsDropEvents [0 [etherStatsOctets [
|etherStatsPkts |0 [etherStatsBroadcastPkts [
|etherStatsulticastPkts |0 [etherstatsCRCAlignEmors o
|etherStatsUndersizePkis [0 [etherStatsOversizePkts o
[0 [etherStatsJabbers [0

ollisions [0 letherStatsPkis64Octets o
|etherStatsPkis65to1270ctets [0 [etherStatsPkis128t02550ctets o
etherStatsPkis256t05110ctets [0 [etherStatsPkis512to10230ctets [0
|etherStatsPkts 1024to15180ctets [o ] [

Figure 17-1 RMON Statistics Group Configuration Page

(2) History Configuration

Figure 17-2 shows the RMON history group configuration page, through
which the user can configure the RMON history group. Select a port from the
drop-down list to view the RMON History Group configuration that configures t
hat port. If it is not configured, the index number is 0. Fill in the correct index n

umber (the range is 1 to 100). Interval, Request Buckets, and Owner are optio
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nal. You can configure the RMON history group for this port. Interval refers to t
he time interval for collecting data, in seconds, ranging from 1 to 3600. Reque
st Buckets is the allocated storage size, indicating how many records are stor
ed, ranging from 1 to 100. The statistics table displays the historical data that

has been collected since the successful configuration.

)
[ RMON History
‘ Index ‘ 0 ‘ Interval 0

Request Buckets o Owner |

Refresh Apply Delete Help

History Data
[ Index | Time Interval Start | Drop Events | Octets |Pkts | BroadcastPkts | MulticastPkts | CRC Align Errors | Undersize Pkts | Oversize Pkts | Fragments | Jabbers | Collisions | Utilization

First Prev Next Last
Total: 0 pages, Current Page is No. 1

Figure 17-2 RMON History Group Configuration Page

(3) Alarm Configuration

Figure 17-3 shows the RMON Alert Group Configuration page, which allo
ws the user to create or modify RMON Alert Groups. Select a configured alert
group from the drop-down list to view/configure its information, or select New t
o create one. The index number range is 1 to 60, the interval range is 1 to 360
0, and the unit is second. The monitoring object must fill in the MIB node. The
comparison method can be absolute (absolute value) or delta (delta). In additi
on, the upper and lower threshold values and the event index must be filled in.
The owner is optional. The alarm value is read-only and displays the sampled
value when the alarm was last raised. The event index refers to the index nu

mber of the RMON event group, which must be configured in advance.
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‘ i ‘ln e ‘mma‘ ‘vmab‘e ‘ e ‘Alarm Rising Falling ‘Rlsn;g Event |ra|llng Event

Value Threshold Threshold Inde:
vl o Jo | st~ o [0 | o] [0 ] [0 ]

Refresh Apply Delete Help

Owner

Rising
Event Index

R Falling
Index |Interval Variable |Alarm Value Event Index

Sample
Type

Rising Falling
Threshold | Threshold Semes

Figure 17-3 RMON Alarm Group Configuration Page

(4) Event Configuration

Figure 17-4 shows the RMON Event Group Configuration page, which all
ows users to create or modify RMON event groups. Select a configured event
group from the drop-down list to view/configure its information, or select New t
o create one. The index number range is 1 to 60. The description is in the for
m of a string. The action can select none, log, snmp-trap, or log-and-trap. The
community name has no effect in this device. The owner is optional. Last Sent

Time is read-only and displays the last time the event was sent.

[sequence|  Index | Description | Type | Community | Last Time Sent | Owner
‘ New v| [0 [ | [ none v | | terooto1 000000 |

Refresh Apply Delete Help

[sequence | Index | Description Type [ Community | Last Time Sent | Owner

Figure 17-4 RMON Event Group Configuration Page
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18.Cluster Management

(1) NDP configuration

Figure 18-1 shows the NDP configuration page, through which the user c
an configure the NDP. The information that can be set includes: selecting the
port, enabling the port NDP function, enabling the global NDP function, the tim
e interval for sending NDP messages, and the aging time of NDP messages o
n the receiving device.

Port selection: select the port as required and enable the NDP function of
the port. For NDP to function properly, both global and port NDP functions mu
st be enabled.

Configure the aging time of NDP message sent by the equipment on the r
eceiving equipment. The effective time range is 1-4096 seconds, and the defa
ult configuration is 180 seconds.

Configure the time interval for sending NDP message. The effective time

range is 1-4096 seconds, and the default configuration is 60 seconds.

Pow

[PortEnable | [disablo v

‘GlobalEnable ‘ |disable v |

‘Helln-iime ‘ {60 (1-4096 sec)
‘Aging-time ‘ [s0 | (14096 sec)

Refresh Apply Help

Figure 18-1 NDP Configuration Page

(2) NTDP Configuration

Figure 18-2 shows the NTDP configuration page, which allows the user to

configure NTDP. Information that can be set includes: selecting a port, enabli
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ng the port NTDP function, enabling the global NTDP function, the scope of to
pology collection, the time interval for timing topology collection, the delay tim
e for forwarding a packet on the first port, and the delay time for forwarding a

packet on other ports.

Port selection: select the port as required and enable the NTDP function
of the port. For NTDP to function properly, both the global and port NTDP feat
ures must be enabled.

Configure the range of topology collection. The valid range is 1-6. In the d
efault configuration, the farthest device in the collected topology has a maxim
um hop count of 3 from the topology collection device.

Configure the time interval for scheduled topology collection. The valid ra
nge is 0-65535 minutes. The default configuration is 1 minute.

Configure the delay time for the first port to forward the message. The eff
ective range is 1-1000 milliseconds, and the default configuration is 200 millis
econds.

Configure the delay time for the first port to forward the message. The eff
ective range is 1-100 milliseconds, and the default configuration is 20 millisec

onds.

[pors \

‘PonEnable ‘ [disable v |

| Global Enable | [disable v |

‘ans ‘ E )
‘In(ervai-ﬁme ‘ )
‘ ey ‘ 200 (1-1000 milsec)
‘Pon-delay ‘ 20 | t-100misec)

Refresh Apply Help

Figure 18-2 NTDP Configuration Page
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(3) Cluster configuration

Figure 18-3 shows the cluster configuration page, which allows the user t
o configure the cluster and view the cluster member table. Information that ca
n be set includes: enabling the cluster function, configuring the management
VLAN, the address pool of the cluster, the time interval for sending the handsh
ake message, the effective retention time of the device, the cluster name, the
way to join the cluster, and deleting the cluster.

Enable the cluster feature. The cluster feature must be enabled for it to fu
nction properly.

Configure the management VLAN. The valid range is 1-4094. The default
configuration is vlan1.

Configure the private IP address range used by the member devices in th
e cluster. The valid range of the IP address is 0.0.0.0 ~ 255.255.255.255, and
the valid range of the mask length is 0 ~ 32.

Configure the time interval for sending the handshake message. The effe
ctive range is 1-255 seconds, and the default configuration is 10 seconds.

Configure the valid retention time of the device. The valid range is 1-255
seconds. The default configuration is 60 seconds.

To establish a cluster, you need to configure the cluster name and select t
he way to join the cluster. There are two ways to join the cluster: manual and
automatic. After the cluster is established, automatic can be switched to manu
al, but manual cannot be switched to automatic. The cluster name can be cha
nged manually.

After the cluster is established, member devices and candidate devices ¢
an be viewed in the cluster member table, and member devices can be delete

d or candidate devices can be added to member devices according to roles.
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| cluster Enabie | [disable v |

‘ Management-vian ‘ 1 (1-4094)

‘ 1P-pool ‘ 0.0.0.00 (AB.CDIM)
‘ e ‘ 10 | (1-255 sec)
‘ Handshake hold-time ‘ 60 (1-255 sec)

Apply

Cluster Name ‘ | | ‘Type ‘ [ -

Apply Delete

(Press the Button "Refresh” to view the latest information)

Figure 18-3 Cluster Configuration Page

19.ERPS Configuration

(1) ERPS Configuration

Figure 19-1 is the ERPS configuration page. Users can use this page to e
nable ERPS functions, configure ERPS parameters, create and delete ERPS i
nstances, ERPS rings and other applications.

ERPS instances: creating and deleting ERPS instances (< 1-8 >)

ERPS Instance Node Role: Configure the role of the node in the ERPS ri
ng, interlink node or non-interlink nodes

ERPS Ring Numbers: Creating and Deleting ERPS Rings (< 1-32 >)

Ring mode: configure the ERPS ring mode, the main ring or the sub-ring

Ring node mode: configure the ERPS ring node mode, RPL owner node,
RPL neighbor node, or normal ring node

Protocol VLAN: Configure and delete the ERPS ring protocol VLAN (< 2-
4094 >)

Data VLAN: Configure the ERPS ring data VLAN (< 1-4094 >)
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Ring port: configure and delete ERPS ring port, RPL port or normal ring p
ort

Recovery behavior: Configure the recovery behavior of the ERPS ring, re
coverable or non-recoverable

Hold-off time: configure ERPS ring hold-off time (< 0-10000 >), unit: ms, d
efault: 0

Guard time: configure ERPS ring guard time (< 10-2000 >), unit: ms, defa
ult: 500

Wir time: configure the wtr time of ERPS ring (< 1-12 >), unit: min, default:

WTB time: configure the WTB time of ERPS ring (< 1-10 >), unit: sec, def
ault: 5

Protocol message sending time: configure the ERPS ring protocol messa
ge sending time (< 1-10 >), unit: sec, defaultis 5

Enable ERPS ring: Turn ERPS ring on or off

Force switch ERPS ring port: Force, clear switch ERPS ring port

Force Manual ERPS Ring Port: Force, Clear Manual ERPS Ring Port

Manual recovery, manual recovery when unrecoverable behavior of ERP

S ring is cleared, or manual recovery before WTR/WTB expires

| ErPS Domain vl

| ERPS Domain status Not Created

Create ERPS Domain Delete ERPS Domain

‘ ERPS Domain Node Role ‘ none-interconnection

Apply

\ ERPS Ring HII
| ErPs Ring status Not Greated
Create ERPS Ring Delete ERPS Ring
| Ring Mode [—
| Node Mode v
| Rapsvian 0 | Delete Raps VLAN
‘ Traffic VLAN [ | Fomat2as
| ReLPon v [ Delete RPL Port
| RLPort I [ Delete RL Port
‘ Revertive Behaviour [revertive  v|
‘ Hold-off Time 0 ‘ millisecon: ds
| Guard Tme o] | iiseconds
‘ WIR Time ‘ 0 ‘ nnnnn tes
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Figure 19-1 ERPS Configuration Page

(2) ERPS Information

Figure 19-2 is the ERPS information page that allows users to view ERPS

configuration information.

Refresh Help

Figure 19-2 ERPS Information Page

20.LLDP Configuration

(1) LLDP global configuration

Figure 20-1 shows the LLDP global configuration screen, which is used to

display and configure global LLDP parameters.

| LLDP Global Disabl

‘ Hold-multiplier <1-10> 4

‘ Reinit-delay <1-10s> 2

‘ Tx-delay <1-10s>
‘ Tr-interval <5-300s> EN

Refresh Apply Help

Figure 20-1 LLDP Global Configuration Part

(2) LLDP Ports Configuration

Figure 20-2 shows the LLDP port configuration screen, which is used to d

isplay and configure LLDP port parameters.
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[
| LLop status

‘ Admin Status

‘ Manage IP

‘ Check Change Interval <0-30s>

‘ DOTI-TLV

| pomsmy

| mepmy
[ Port | LLDP Status [ Admin Status |
[ getrn Enable [ TXRX [
[ ge2 | Enable [ TXRx [
[ gews | Enable [ TXRx [
[ getd | Enable [ TxRx [
[ gets | Enable [ TxRx [
[ gets | Enable [ TXRX [
[ getm Enable [ TXRX [

Refresh

Manage IP
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

| Disable v |
|0

Disable v |
‘ Disable v
Apply Help
Check Change Interval | DOT4-TLV [ DOT3-TLV
0 [ Enable [ Enable
0 | Enable [ Enable
0 [ Enable [ Enable
0 [ Enable [ Enable
0 [ Enable [ Enable
0 | Enable | Enable
0 [ Enable [ Enable

Figure 20-2 LLDP Ports Configuration Part

(3) LLDP Neighbor

MED-TLV
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Figure 20-3 This page is LLDP information. This page is used to display a

nd configure LLDP port parameters.

[ index Local Port Device ID Chassis ID [ PortID [ Manage IP [ vian | TIL(5) [ Capability

Refresh Help

Figure 20-3 LLDP Neighbor Table Part

21.Log Management

(1) Log Configuration

Figure 21-1 shows the log information page through which the user can vi
ew the log. Select the log priority from the drop-down list to view the log of this
level. Click Refresh to view the latest log.
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| First server P ‘
| Second servrtp L

‘ UDP Port 514 (1-65535)

| Level Debugging  ~

Refresh Apply Help

Figure 21-1 Log Configuration Page

(2) Log Information

Figure 21-2 shows the log information page through which the user can vi
ew the log. Select the log priority from the drop-down list to view the log of this

level. Click Refresh to view the latest log.

Log Priority [ v \| Refresh Help

Figure 21-2 Log Information Page

22.POE Port Configuration

(1) POE Port Configuration

Figure 22-1 is the POE port configuration page, through which you can co
nfigure the total power of the POE device (to be updated by the system), POE
single-port power (to be updated by the system), and POE on or off; through t
his page, you can view the relevant information of the current POE device

POE Port: Select the power supply port number (1-24)
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POE port status: enable or disable

PoE Port Configuration
[selected Ports
‘PDE Admin Status
[PoE Power Type
[poE Protocel Type AT~

‘Pnn Max Power (W)
|PoE Voltage (v)
‘Tntal Power (W)

0
5342

@
[
3

|Power Consumption (W) 0.00

|Power Usage (%) 0.00

|PSE Hardware Version V064

Refresh Apply Restore Default Port Restarting

‘ OselectAll | Pot | Descripon |  Admin Status ‘ Operation | PSE Type | Class | MaxPower (W) | cument(ma) | voitage (V) ‘ Power (W)
| @] [ getn | | Enable | OFF | Awowr) | na | NIA | NIA | N/A | N/A
| @) | ooz | | Enable | OFF | Auoan | na | NA | NIA | NIA | NA
[ 0 [ gems | | Enable | OFF | Auwoan [ NA | NA | N/A | N/A | N/A
| @] | geti \ | Enable | OFF | AuoaT) | NA | NA \ NIA \ N/A | N/A

Figure 22-1 POE Port Configuration Page

(2) POE Policy Configuration

Figure 22-2 is the POE policy configuration page. Through the scheduling
management, the POE power supply can be turned on or off according to the
actual needs. The control mode is hour + week.

Control Port: Used to select the port (1-24) to be scheduled for managem

ent
Control function: enable or disable
PoE Policy Configuration
oo (—
policy status [aisable v |
Refresh | [ Apply |
Clock( [JAIl) Monday Tuesday Wednesday Thursday Friday Saturday Sunday
000
010
0220
030
040
050
060
070
080
00
100
10
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Figure 22-2 POE policy Configuration Page

(3) PD Query Configuration

Figure 22-3 shows the PD query configuration page, through which the P
D online device status detection can be realized.

POE port: used to select the port to be queried and connected to the PD
device

PD IP address: IP address of the PD device.

PD query interval: the time interval for querying PD devices (5 seconds b
y default).

Maximum times of PD query without response: used to query the maximu
m times of PD device without response (3 times by default)

Maximum time required for PD startup: used to query the maximum time r

equired for PD device startup (120 seconds by default)

|PoE Port

‘PD IP Address ]

‘PD Query Interval o Je30se
‘pn T “Q (2~10)

‘PD B ‘Q (30600 Sec)

Refresh Apply

PoE Port PD IP Address PD Query Interval (Sec) [ PD Timeout Number PD Boot Time (Sec)

120

PD Reboot Times
get/t 5
5
5

gel/2
gel/3
gel/d

I [ [
| | |
[ [ [
i \ \
[ gel/s [ N/A [
\ \ \
| | |
[ [ [
[ [ [
' T

[ [
\ \
[ 120 [
[ 120 [
[ 120 [
[ 120 [
gotls \ \
gel/7 [ [
gells | |
[ [
[ [
T T

120
5 120
5 120
gel/9
gel1/10

120
120

Jololo|ooo o|oo e

\
\
\
\
5 \
5 \
\
\
\
\
‘

5

Figure 22-3 PD Query Configuration Page
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